BAB IV

DISKRIPSI KERJA PRAKTEK

Pada bab ini berisi langkah lengkap tentang bagaimana menginstal aplikasi
wireshark pada OS Windows dan dapat dibaca pada subbab selanjutnya. Untuk
menggunakan aplikasi Wireshark pada OS Windows, diperlukan WinPcap untuk
OS Windows. Library WinPcap sudah menjadi satu dengan file pengesetan
instalasi sehingga kita tidak perlu mengunduh file library WinPcap secara
terpisah. Sesuai dengan judul laporan kerja praktek ini, maka di bahas langkah-

langkah meng-capture dan menganalisis data trafik yang melewati jaringan.

4.1 Install Wireshark

Berikut ini langkah-langkah untuk meng-install Wireshark sebagai alat
monitoring trafik pada jaringan:
1. Double Kklik pada master aplikasi Wireshark (Gambar 4.1) hingga muncul

contoh ilustrasi instalasi Wireshark seperti Gambar 4.2. Lalu klik Next.

N 4 = Application Tools Analisis = =
B o s vie o
™ & cut K =h - m= open - BH setectan
[ Copy path ol == 5 i a Select none
Copy Move Copy Delete Rename New Properties o
to~ to- = folder = € History 5 Invert selection
® - 1 » Prima PC » Data Global (D) » Progam » Analisis v & Search Analisis »p
B Desktop A MName Date modified Type Size
£ Recent places T = S
M Wireshark-win64-1.12.6.exe 7/9/2015 8:51 AM Application 29,150 KB
i Downloads
*& Homegroup
78 Prima PC
# Deskiop
Document It
i Download
¢ Musi
Picts
H Videos
i Local Disk (C:)
= Data Global (D:)
( Data Prima (E2)
) CD Drive (G:) Mo
- v < >
Titem 1 item sclected 28.4 MB =

Gambar 4.1 Master aplikasi Wireshark
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£ Wireshark 1.12.6 (64-bit) Setup - O

Welcome to the Wireshark 1.12.6
(64-bit) Setup Wizard

This wizard will quide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Wext' to continue,

Gambar 4.2 Kotak dialog instalasi Wireshark untuk OS Windows 64-bit
2. Muncul jendela license aggreement (Gambar 4.2) dan klik | Agree.
£ Wireshark 1.12.6 (64-bit) Setup - O
License Agreement

Flease review the license terms before installing Wireshark 1.12.6 (64-bit). ﬂ

Press Page Down to see the rest of the agreement.

This text consists of three parts:

Fart I: Some remarks regarding the license given in
Fart I1: The actual license that covers Wireshark.
Part III: Other applicable licenses.

When in doubt: Part IL/III is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLw2.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Wireshark 1. 12.6 (&4-bit).

< Back Cancel

Gambar 4.3 Kotak license agreement penggunaan aplikasi Wireshark
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3. Maka akan muncul tampilan seperti (Gambar 4.4) yang menunjukkan
komponen apa saja yang ingin anda install dan memberi label check pada
pilihan komponen. Lalu klik Next.

.| Wireshark 1.12.6 (64-bit) Setup = =

Choose Components
Choose which features of Wireshark 1.12.6 {64-bit) you want to install. ‘

The following components are available for installation.

Select components to install: | ...

TShark

Plugins / Extensions
Tools

i [w] User's Guide

Diescription

Space reguired: 105.5MB Position your mouse over a component fo see its
description.

Wireshark Installer (b

<ot Cance

Gambar 4.4 Memilih komponen instalasi

4. Centang shortcuts sesuai dengan kebutuhan. Jika sudah selesai, klik Next.

Select Additional Tasks
Which additional tasks should be done?

ya Wireshark 1.12.6 (b4-bit) Setup = = -

Create Shortouts
[] start Menu Item
Desktop Icon
[T] Quidk Launch Icon

File Extensions
Associate trace file extensions to Wireshark
Extensions: Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, out, pcap,
pcapnag, pkt, rfs, snoop, syc, tpc, tri, trace, trc, vwr, wpc, wpz

Wireshark Installer (k)

<o cane

Gambar 4.5 Memilih Shortcuts
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5. Pilih folder meng-install aplikasi Wireshark, kemudian klik tombol Next.

- Wireshark 1.12.6 (64-bit) Setup S
Choose Install Location
Choose the folder in which to install Wireshark 1. 12.6 (64-bit). ‘

Choose a directory in which to install Wireshark.,

Destination Folder

| Browse...

Space required: 105.6MB
Space available: 83.0GB

< Back Cancel

Gambar 4.6 Memilih folder instalasi
6. Akan muncul tampilan yang meminta kita untuk menginstall WinPcap. Ini
sangat penting karena WinPcap yang merupakan driver-driver khusus yang
akan dipakai pada Wireshark. Apabila tidak menginstall WinPcap, maka tidak
akan bisa berfungsi untuk capture packet melalui jaringan. Klik Install.
r| Wireshark 1.12.6 (64-bit) Setup = =
Ir:::;lc;: i:f;?;:d to capture live network data. Should WinPcap be installed? ‘

Currently installed WinPcap version

Install
Install WinPcap 4. 1.3
(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

What is WinPcap?

< Badk Install Cancel

Gambar 4.7 Instalasi WinPcap
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7. Selanjutnya klik Next untuk memulai instalasi WinPcap.

%) WinPcap 4.1.3 Setup = =

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
home page.

http: {fwww . winpcap.org

Gambar 4.8 Proses instalasi WinPcap

8. Klik I Agree untuk menyetujui aturan penggunaan WinPcap.

%, WinPcap 4.1.3 Setup = =

i R) - License Agreement
i ln MP Please review the license terms before installing WinPcap 4. 1.3,

Press Page Down to see the rest of the agreement.

Copyright {c) 1999 - 2005 MetGroup, Palitecnico di Taring (Ttaly). ~
Copyright {c) 2005 - 2010 CACE Technologies, Davis (California).

Copyright {c) 2010 - 2013 Riverbed Technology, San Frandsco (California).

Al rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.
2 Rn_adist'ibuﬁ;ujs in I:_u_inary ﬁ:u_rrn_rnust repr_odu_ce the above cnpyright notice, this _Iist of w

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4.1.3.

< Back Cancel

Gambar 4.9 Petunjuk lisensi WinPcap



9. Pilih label check untuk secara otomatis memulai driver WinPcap pada saat

boot dan klik tombol Install untuk memulai proses instalasi WinPcap.

WinPcap 4.1.3 Setup = =

LT
" E) > Installation options
i l n caP ease review the following options before installing WinPcap

Fl
4.1.3

Automatically start the WinPcap driver at boot time

< Back Instal Cancel

Gambar 4.10 Installation options WinPcap

10. Install WinPcap telah selesai dan klik Finish.

(7 WinPcap 4.1.3 Setup - O

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4. 1.3 has been installed on your computer,

Click Finish to dose this wizard.

Gambar 4.11 Instalasi WinPcap sudah selesai
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11. Apabila proses sudah selesai, akan memperoleh kotak dialog seperti pada

gambar dibawah ini maka klik Next.

-~ Wireshark 1.12.6 (64-bit) Setup = =

Installation Complete l

Setup was completed successfully.

Completed
Extract: reordercap.exe L]

Output folder: C:\Program Files\Wireshark

Extract: capinfos.exe

Extract: capinfos.html

Output folder: C:\Program Files\Wireshark

Extract: rawshark.exe

Extract: rawshark.himl

QOutput folder: C:'\Program Files\Wireshark

Extract: user-guide.chm

Completed >

Gambar 4.12 Proses instalasi sudah selesai dan berhasil

12. Aplikasi Wireshark sudah di install pada komputer atau laptop, selanjutnya
klik Finish untuk mengakhiri instalasi Wireshark.

- Wireshark 1.12.6 (64-bit) Setup = =

Completing the Wireshark 1.12.6
(64-bit) Setup Wizard

Wireshark 1.12.6 (64-bit) has been installed on your
computer,

Click Finish to dose this wizard.

[]Run wireshark 1.12.6 {64-bit)

[] show Mews

Gambar 4.13 Instalasi Wireshark sudah selesai
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4.2 Menggunakan Aplikasi Wireshark

Setelah memahami cara instalasi Wireshark, berikut cara menjalankan

program ini dan meng-capture data trafik yang melewati jaringan:
1. Double-click icon Wireshark melalui shortcut-nya di desktop. Maka,

muncullah Splash Screen Wireshark yang sedang me-load komponen-

komponen yang diperlukan.

Network Protocol Analyzer

Loading configuration files ...

—— 100%

Gambar 4.14 Splash Screen Wireshark

2. Berikut tampilan halaman awal Wireshark saat pertama kali dibuka sebelum

melakukan proses capture.

A The Wireshark Network Analyzer [Wireshark 1,126 (v1.12.6-0-geelfce6 from master-1.12)]
File Edit View Go Capture Anslyze Statistics Telephony Tools Intemals Help
Bodmd BEXRIAesaTE Rean WEBKk B

Filter: v| Bpression... Clear Apply Save

The World's Most Popular Network Protocol Analyzer

_—
WIRESHARK Version 1.12.6 (v1.12.6-0-gee1fce6 from master-1.12)
e

B Open n Website
Open s previously captured i Vit the projecs webste
Open Recent s User's Guide
A Start DAKPATUGAS KP\Hasil Capture\03-08-15.peap (320 MB) o The Use's Guide (ocslverson. # ntsled)
Chocse one or more tefsces t captur from, then Start I 6o
] Local Area Connection® 13 (303 MB) ) Security
] Ethemet DAKPATUGAS KP\Hasil Capture\: cap (224 MB) Work wi Wieshark 25 securey 25 possibie
Wik DAKPATUGAS KP\Ha ap (104 MB)
] Local Area Connection® 2 DAKPATUGAS KPHa ap (199 ME)
v D:AKPATUGAS KE

2] Bluetooth Network Connection ; )
DAKPATUGAS KPjur
DAHTZ307-IM0S10,p

@ Capture Options
N Ci\Users\Nisantyo\Dos

a3 capture wih Gesied optons ents\@menit peap (128 ME)

® Sample Captures

A ich sssortment f example captur fieson the ki
Capture Help

How to Capture
Siep by step to 2 successul capture seup

Network Media

@ 1 [Readyto load or capture No Packets Profile: Defaut

Gambar 4.15 Tampilan halaman awal Wireshark pada Windows



3. Pada bagian menu klik “Capture *“ dan klik “Interfaces”. Kemudian kita bisa

memilih interfaces yang akan digunakan.

Fle Edit View Go Capture Analyze Statistics T!|q)ll0|l! Tooks fntemals  Help

Goumgom g7 EF acan gunkE
< @ Options... (rleK o

Flter: | £ st P v| bpression... Clear Apply Save

B S (€0
£ Retit =R 0st Po etwork Protocol Analyzer
T Capture Fiters.. 214 from master-1.12)

& Refresh nterfaces

Gambar 4.16 Menu Capture

4. Setelah mengeklik “Menu Interfaces”, kita akan memperoleh kotak dialog

Wireshark: Capture Interfaces.

Device Description P Packets Packets/s
O E Local Area Connection® 13 Microsoft feBlnbd24:9cf4:8002:58e6 528 0 Details
| g VMware Network Adapter ViMnet  VMware Virtual Ethernet Adapter  fe0:5%aa:e19%:20a4d18c 228 0 Details
O E Ethernet Realtek PCle GBE Family Controller fe80:ad1f:c220:9524:806b 0 0 Details
v Microsoft feB0:f405:3740:6bd0:f250 1211 12 Details
O E Bluetooth Metwork Connection Microsoft fed0:590b:8388:b56c:b3ad4 0 0 Details
| g VMware Network Adapter ViMnet] VMware Virtual Ethernet Adapter feBl::ad:8143:adT:a256 515 0 Details
Help Start Stop Options

Gambar 4.17 Memilih Interfaces jaringan
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5. Pada kotak dialog ini akan diperoleh daftar interfaces jaringan yang dimiliki.

Perhatikan bahwa kolom Packets akan bernilai suatu bilangan, yang
menunjukkan adanya paket data yang masuk.

6. Pilih Interfaces jaringan dengan paket jaringan yang masuk atau aktif.

7. Selanjutnya klik “Start” untuk mengamati sesuai waktu yang diinginkan.

Atau klik “Option” untuk konfigurasi antarmuka jaringan.

8. Pastikan untuk mencentang bagian “Capture packets in promiscuous mode”.

9. Kita juga dapat menentukan file dan lokasinya dengan mengeklik tombol

“Browse” pada bagian Capture File(s).
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10. Selanjutnya ketik pada kolom “Stop Capture Automatically After” 2 hours
(setelah 2 jam pengambilan secara otomatis proses Capture berhenti) dan

setelah itu untuk bisa mulai meng-capture klik “Start*.

a apture Options - s IEl
Capture
Copture Interface Link-fayer header Prom. Made Snaplen [B] Buffer [MiE] Capture Fiter
Local Area Connection® 13
O rsostaiscammsis Ethernet ensbled 262144 2
prsem————
Ethernet
O rsvearecmssss Ethermet enzbled 262144 2
s

I Ethemet enabled 262144 2

[ resosmeiasacscesed Ethernet ensbled 262144 2

[ Capture on allinterfaces Manage Interfaces

¥ Use promiscuous mode on all nterfaces

Captuse Fitter: Compile selected 89Fs
Capture Files Display Options
File: Browse. (] Update ist of packets in real time
Automatically seroll during ive capty
[ Use mutiple files: ] Use peap-ng format Elarer= e e
Pl Eererra— | [¥] Hide capture info dial
B Nt il cveay megebytels) F =
Nt file every I | minutet Name Resclution
Ring buffer with files Resolve MAC addresses
Stop Capture Automatically After... ] Resolve network-layer names
Of Zwmamo Ol 2 ] Resolve trensport-layer name

Use pxtemal network name resolver

Z} hhouris) v
. .

1 I fiels)

Gambar 4.18 Wireshark Capture Interfaces
11. Setelah itu akan muncul lalu lintas jaringan komputer beserta protokol dan

keterangan lainnya (Gambar 4.19, Gambar 4.20, dan Gambar 4.21).

4 Capturing from Wi-Fi [Wireshark 1126 (v1.12.6-0-gee1fce6 from master-1.12]] - o IEH
File Edit View Go Capture Anshze Statistics Telephony Took Intemals Help

eo4AmI EEXZT Q¢+ 0T 2 EB QQan §gER% B

Filter 3 Expression.. Clear Apply Save

No.  Time Source Destination Protocol Length Info
1 0.00000000192.168.1. 86 Response
2 0.00205000 HonHaiPr_10:7¢Broadcast AR 22 Who has 192.168.1.2547 Tell 1872.168.1.109
3 2.04762500 Azur ewav_71: 5¢6roadcast are 42 who has 192.168.1.2547 Tell 102.168.1.103
4 2.04809200192.168.1.103 239,255.255.250  Ss0p 175 M-SEARCH * HTTP/1.1
5 2.92919400192.168.1.104 74.125.130.188  TCP 55 61310-5228 [ACK] Seq-1 Ack=1 win-254 Len-1
6 3.05423400192.168.1.104 192.168.1.103  S50¢ 337 HTTP/1.1 200 0K
7 3.07084500192.168.1.254 224.0.0.1 IGPV2 60 Membership query, general
8 3.4525740074.125.130.186192.168.1.104  TCP 66 5228-61310 [ACK] Seq=1 Ack=2 win=361 Len0 SLE=1 SRE=2
9 3.58512500192.168.1.104 239.255.255.250 IGMPVZ 46 Membership Report group 239.255.255.250

12 4.10102200192.168.1.107 239.255.255.250 IGMPV2 46 Membership Report group 239.255.255.250

13 4.62976600 62.128.100.10¢192.168.1.104 TP 60 443-61387 [ACK] Seq=1 Ack=2 Win<1028 Len=0
| 1£2.6306590062.128.100.10¢192.168.1.104  TCP G0 443-61387 [FIN, ACK] Seql ack=2 Win=1028 Len0
15 4.63112100192.168.1.104 62.126.100.108  TCP 54 61387-443 [ACK] Seq=2 Ack=2 Win=256 Len=0
16 4.63263800 81.19.104.45 192.168.1.104 TR 60 443-61383 [ACK] Seq=1 Ack=2 Win=1028 Len=0
| 174.63M10008L.19.104.45 102.168.1.104  TCP G0 443-61383 [FIN, ack] seqsl ack=2 win=1028 Len=0
18 4.63367600192.168.1.104 81.19.104.45 TP 54 61383-443 [acK] Seg=2 Ack=2 win=251 Len=0
19 5.08522400192.168.1.104 224.0.0.252 IGPV2 46 Membership Report group 224.0.0.252
20 5.11962400192.168.1.103 239.255.255.250 5509 175 M-SEARCH * HTTP/1.1
21 5.13262700192.168.1.104 192.168.1.103 s50P 337 HTTP/1.1 200 0K
22 6.14601100 0.0.0.0 255.255.255.255  DHCP 342 DHCP Discover - Transaction ID 0x87c3e071
23 6.149418000.0.0.0 255.255.255.255  DHCP 355 DHCP Request - Transaction ID 0x87c3e071
24 6.15070100 Tp-LinkT_16:6cBroadcast ARP 42 Gratuitous ARP for 192.168.1.102 (Reguest)
25 7.16763200 Tp-LinkT_16:6¢Broadcast ARP 42 gratuitous ARP for 192.168.1.102 (Reguest)
26 7. 58521600 HonHaiPr_c7: 3€AZur ewav_7: 2b Arp 42 who has 192.168.1.1037 Tell 192.168.1.104
27 7.59471100 Azurewav_71: SCHonHaiPr_c7:36:2f ARP 42192.168.1.103 is at 74:2f:68:71:59:
28 8.19162900 Tp-LinkT_16:6¢Broadcast ARP 42 Gratuitous ARP for 192.168.1.102 (Request)
29 8.19212900192.168.1.103 239.255.255.250  S50° 175 M-SEARCH * HTTP/1.1

Frame 1: 86 bytes on wire (688 bits), 86 byres captured (688 bits) on interface

= Ethernet T1, Src: Tp-LinkT_84:5d:cc (cA:e9:84:94:5d:cc), Dst: Broadcast (FF:ff:FF:ff:ff:ff)
Internet Protocol version 4, src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.255 (192.168.1.255)
3 user Datagram Protecol, src Port: 520 (520), pst Port: 520 (520)

0000 ff ff ff ff ff Tf c4 ed 84 84 5d cc 08 00 45 00
00 00 01 11 b9 ca c0 a8 01 fe cO a8
02 08 00 34 &f d5 02 02 00 0D 00 02
00 00 00 00 00 00 00 00 00 00 00 00
00 00 24 49 e0 01 ff ff ff T 00 0O

38888

O ¥ [Wi-Fe <live capturein progress> Fle: CAUse... | Packets: 110 Displayed: 10 (100.0%) Profile: Default

Gambar 4.19 Awal Capture Trafik Jaringan
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N |

A 24-07-15pcap [Wireshark 1126 (v1.12.6-0-gee1fceb from master-1.12)]
Fle fdt View Go Copture Amlyze Stattics Telephony Took temals Help

cogmgBoxga¢v0TLEEcaan gEBY R

Fiter: v | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info o A
367906 7190.42474192.168.1.5  216.58.196. 65 TLSvl.z 99 Application Data

TLEV1. 2
TCP

367907 7190.42519192.168.1.5  216.58.196. 65
367908 7190.42526192.168.1.5  216.58.196.65

85 Encrypted Alert
54 62941-443 [FIN, ACK] Seq=4956 Ack=243112 win=64512 Len=0

367917 7191.84144 192, 168.1.5

5 173.194.120.109
120.109

Seq=4839 Ack=1311 Wi
U]

2944-443 [ACK]
SL segment of a reassembled

[

i

i

[

[

[

173.194.120.109 6
1 [
[

[

[

[

85 encrypted Alert
54 62944-443 [FIN, ACK] Seq=4915 Ack=1311 win=64256 Len=0

TLsvl.z
TP

1 09

173.194,120.109
173.194.120.109

e =

367924 7191.99899192.168.1.5
367925 7191.99903192.168.1.5

36 23 [T
Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
Ethernet II, Src: HonHaiPr_c7:36:2f (b8:76:3f:c7:36:2f), Dst: ZyxelCom_5d:55:c0 (a0:ed:cb:5d:55:c0)
Internet Protocol Version 4, src: 192.168.1.5 (192.168.1.5), Dst: 102.168.1.254 (192.168.1.254)
Transmission Control Protocol, Src Port: 57835 (57835), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 0

0000 a0 ed cb 5d 55 cO b8 76 3f c7 36 2f 08 00 4500 ...]JU..v 7.6/..E.
0010 00 28 52 23 40 00 80 06 24 59 c0 a8 01 05 c0 a8 .(R#E... §v......
0020 01 fe el eb 00 50 b4 76 67 a0 96 b0 8c a0 5010 .....P.v g.....P.
0030 fa 54 O 88 00 00 T

OM‘FMe: "DAKP\TUGAS KP\Hasil Capture\24-07-.., | Packets: 367534  Displayed: 367534 (100.0%) +Load time: (:03.952

| Profile: Default

Gambar 4.20 Akhir Capture Trafik Jaringan

230
T T | T T | T T | T T | T T | T T T | D
63805 69005 60205 69405 6960s 60805
£ >
X Axis
Style: | Line v Smooth || Tick interval) 1 sec
Graph 2| Color | Filter: Style: | Line v Smooth e :
[] View as time of day
Graph 3| Color | Filter: Style: | Line v Smooth
Y Axis
Graph 4| Celor | Filter: Style: | Line W Srmooth Unit: Packets/Tick
Graph 5| Color | Filter: Style: | Line v Smooth || Scale: Auto
Smooth: | Mo filter
Help Copy Save Close

Gambar 4.21 Grafik Capture Trafik Jaringan yang lewat
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12. Setelah memilih interface dan start, maka jaringan komputer sudah siap
dipantau kemudian di-capture yang akan menampilkan bentuk traffic yang
warna-warni seperti di atas dimana terdapat keterangan Time (menampilkan
waktu saat paket tersebut tertangkap), Source (menampilkan IP Source dari
paket tersebut), Destination (menampilkan IP Destination dari paket tersebut),
Protocol (menampilkan protokol yang dipakai paket data tersebut), Length
(menampilkan besar atau ukuran paket dalam satuan bytes berdasarkan waktu

paket tersebut tertangkap).

13. Untuk menghentikan proses Capture, klik ikon adapter jaringan yang
berwarna merah. Letaknya nomor empat dari Kiri, seperti yang terlihat pada

(Gambar 4.22)

Ble (o Yoo G0 (o bdoe oo Taghey [ook pesit Hep

OO UMM BRXR \veeT RE AQA0 JRBK B
PR——

e upbemleogied v| bpien. (»

e Tee vt terece Priscd Lo e

TN INAGLS BRI $4 6348080 [MX] Seqet437 ACkel1012 WINWESTRY Lenwd

7445 TLTS, 36296 199, 115, 105, 80190, 166, 1.5 L 60 8063488 [FIn, KX] Sagel Acked winmd00 Lined

U6 TIN5 16 190,160, 1.5  19.005. 10540

645 TS B0 100,166, 1.5  23.03.030. 106

Gambar 4.22 lkon untuk menghentikan proses capture
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14. Setelah meng-capture data trafik pada jaringan, simpan atau export file
tersebut dalam format CSV yang nantinya akan diolah menggunakan

microsoft office excel 2013 untuk mencari besar utilisasi bandwidth.

A 24-07-15.pcap [Wireshark 1126 (v1.12.6-0-gee1fceb from master-1.12)] -0 -
file | Edit View Go Capture Analyze Statistics Telephony Tools Intenals Help
= tpon. wksaTi EEQaan #B88% @
Open Recent ’
Merge. v| Bpression... Clear Apply Save
Import from Hex Dump... ition Protocol Length Info
| % close e TCP 54 5783580 [ACK] Seq=l Ack=1 win=64084 Len=0
6 5 TCP 464 80-57835 [PSH, ACK] se 800 Len=410
B Save Ctrl+S 168.1.254 TCP 54 57835+80 [FIN, ACK] Seq=l Ack=411 Win=63674 Len=0
B Savehs. Shift+ Cirl+S 68.1.5 TCP 60 80-+57835 [ACK] Seq=411 Ack=2 Win=2800 Len=0
- 68.1.5 TCP 60 80+57835 [FIN, ACK] Seq=411 Ack=2 Win=2800 Len=0
File Set b 168.1.254 TCP 66 57836-80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1
68.1.254 TCP 54 57835-80 [ACK] Seq=2 Ack=412 Win=63674 Len=0
Export Specified Packets... 6R.1.5 TCR 60 R0-57836 [SYN. ACK] Seq=0 Ack=1 Win=2048 Len=0 M55=1460
Export Packet Dissections 4 as "Plain Text" file... Ack=1 Win=64240 Len=0

Export Selected Packet Bytes. CirleH | as"PostScript! fle... assenbled ppu]
Export PDUs o Fike.. a5 CSV" (Comma Separated Values packet summary) fil..

} Export S5 Session Keys.. a5"C Arrays" (packet bytes) file..
Export Objects

as XML - "PSML" (packet summary) file...

Ack=623 Win=2178 Len=0

& Print.. Ctrl+P a5 XML - "PDML" (packet details) file.. enbled FOU]
& ait 0a Lea.i.s TUSVL.: 110 Application pata
= 8.30.44 TLSv1.: 92 Application pata
19 0.062545 192.168.1.5 192.168.1.254 TCP 54 57836-80 [ACK] Seq=623 Ack=157 win=64084 Len=0
20 0.064864 192.168.1.254 192.168.1.5 HTTP/Xv 481 HTTP/1.1 200 OK
21 0.064941 192.168.1.5 192.168.1.254 TCP 54 57836-80 [FIN, ACK] seq=623 Ack=584 win=63657 Len=0
22 0.065621 192.168.1.254 192.168.1.5 TCP 60 80-+57836 [ACK] Seq=584 Ack=624 Win=2800 Len=0
23 0.065931 192.168.1.254 192.168.1.5 TCP 60 80+57836 [FIN, ACK] Seq=584 Ack=624 Win=2800 Len=0
24 0.065962 192.168.1.5 192.168.1.254 TCP 54 57836-80 [ACK] Seq=624 Ack=585 Win=63657 Len=0
250.112037 118.98.30.44 192.168.1.5 TLSv1.: 134 Application Data, Application Data
26 0.156208 192.168.1.5 118.98.30.44 TCP 54 57809-443 [ACK] 5eq=39 Ack=137 Win=255 Len=0
27 0.262168 118.98.30.44 192.168.1.5 TLSv1.: 122 Application pata
28 0.277124 118.98.30.44 192.168.1.5 TLSv1.: 92 Application pata

277180 192.168.1.5 118

98.30.44 TCP 54 57809-443 [AcK] Seq=39 Ack=243 win=255 Len=0 0

@ Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)

Internet Protocol version 4, src: 192.168.1.5 (192.168.1.5), Dst: 192.168.1.254 (192.168.1.254)
@ Transmission Control Protocol, Src Port: 57835 (57835), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 0

0000 a0 e4 cb 5d 55 cO b8 76 3f c7 36 2f 08 00 45 00 ...JU..v 2.6/..E.
0010 00 28 52 23 40 00 80 06 24 59 c0 a8 01 05 c0 a8 . (R#G... §v.

0020 01 fe el eb 00 50 b4 76 67 a0 96 b0 8c a0 50 10 PV g
0030 fa 54 Of 88 00 00 T
0 M File: "D:\KP\TUGAS KP\Hasil Capture\24-07-... | Packets: 367934 » Displayed: 367934 (100.0%) - Load time: 0:07.531 ‘Pwﬂ\e: Default

Gambar 4.23 Simpan atau Export File Dalam Format CSV
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4.3 Analisa
Berikut cara untuk mencari besar utilisasi bandwidth berdasarkan hasil
monitoring trafik paket data yang melewati jaringan yang sudah dilakukan

sebelumnya:

1. Buka file berformat CSV yang telah disimpan sebelumnya menggunakan

microsoft office excel 2013 (Gambar 4.24).

g

{13 HOME = [NSERT ~ PAGELAYOUT ~ FORMULAS

o O
g“”t Clbi K
=4 Copy ~

¥ Format Painter BIU-[a5- &'A'
Clipboard L Font

Al M ¢ f | Mo,

C D E

A B F
1 |No. ITime Source  DestinaticProtocol Length  Info

2 1 0 192.168.1.192.168.1. TCP

3 2 0.00108 192.168.1.192.168.1. TCP

4 3 0.001184 192.168.1,192.168.1. TCP

5 4 0.00192 152.168.1. 192.168.1. TCP

6 5 0002173 192.168.1. 192.168.1, TCP

7 6 0.002187 192.168.1.192.168.1. TCP

8 7 0.002207 192.168.1,192.168.1. TCP

9 3 0.002954 192.168.1,192.168.1. TCP

10 9 0.00305 192.168.1. 192.168.1. TCP

1 10 0.00315 192.168.1. 192.168.1, TCP

12 11 0.003195 192.168.1. 192.168.1. HTTR/XML

13 12 0003902 192.168.1. 192.168.1, TCP

14 13 0.003528 152.168.1. 192.168.1. TCP

1 14 0.004349 192.168.1. 192.168.1, TCP

16 15 0.004393 152.168.1. 192.168.1, TCP

7 16 0.006207 192.168.1. 192.168.1, TCP

18 17 0033496 118.98.30. 192.168.1, TLSv1.2

19 18 0.038719 192.168.1. 118.98.30. TLSv1.2

20 19 0062545 192.168.1. 192.168.1, TCP

2 20 0.064864 192.168.1. 192.168.1. HTTR/XML

2 21 0064941 192.168.1. 192.168.1, TCP

23 22 0.065621 152.168.1. 192.168.1, TCP

24 23 0065931 192.168.1. 192.168.1, TCP

25 24 0.065962 152.168.1. 192.168.1, TCP
240715 analisis (@)

READY

DATA  REVEW  VEW Signin

. D (-\:\:\ m)‘ E 2 AutoSum - H

Fill~
. Loy 0w Conditional meatas CEH \nsert De\ete Format I Sort& Find &
Mavge&(entev §-% T 30
Formatting* Tabler Stylesr - v % 62 Fier e Selcte

Alignment ] Humber [ Styles Cells Editing ”

5’/' E’vaapText General

G H J K L M N 0 P o} R § T ug

54 57835 > 80 [ACK] Seg=1 Ack=1 Win=64084 Len=)
464 80> 57835 [PSH, ACK] Seq=1 Ack=1 Win=2800 Len=410
54 57835 > 80 [FIN, ACK] Seq=1 Ack=411 Win=63674 Len=0
60 8057835 [ACK] Seq=411 Ack=2 Win=2800 Len=0
60 8057835 [FIN, ACK] Seq=411 Ack=2 Win=2800 Len=0
6657836 > 80 [SYN] Seq=0 Win=3152 Len=0 MS$=1460 WS=256 SACK_PERM=1
54 57835 > 80 [ACK] Seq=2 Ack=412 Win=63674 Len=0
60 8057836 [SYN, ACK] Seq=0 Ack=1 Win=2048 Len=0 MSS=1460
54 57836 > 80 [ACK] Seq=1 Ack=1 Win=64240 Len=)
363 [TCP segment of a reassembled PDU]
367 POST /UDact?s HTTR/11
60 [TCP Spurious Retransmission] 80 > 57836 [SYN, ACK] Seq=0 Ack=1 Win=2300 Len=0 MSS=1400
54 [TCP Dup ACK 111] 57836 » 80 [ACK] Seq=623 Ack=1 Win=64240 Len=0
60 80> 57836 [ACK] Seq=1 Ack=310 Win=2491 Len=0
60 80> 57836 [ACK] Seq=1 Ack=623 Win=2178 Len=0
210 [TCP segment of a reassembled PDU]
110 Application Data
92 Application Data
54 57836 > 80 [ACK] Seq=623 Ack=157 Win=64084 Len=0
481 HTTR/1.1200 OK
54 57836 > 80 [FIN, ACK] Seq=623 Ack=584 Win=63657 Len=0
60 8057836 [ACK] Seq=584 Ack=624 Win=2800 Len=0
60 8057836 [FIN, ACK] Seq=584 Ack=624 Win=2800 Len=0
54 57836 > 80 [ACK] Seq=624 Ack=585 Win=63657 Len=0

i ]

B M-——

Gambar 4.24 Hasil Awal Data Trafik Jaringan pada Ms.Excel
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Cells

=1

£l

Delete Format

? B
3 AuteSum + A
27 i
[Fil-
Sort & Find &
CCar™  Fiter Select
Editing
R 5 T

X
Signin

m E LM T 05-08-15 analisis.xlsx - Excel
I3 HOME INSERT ~ PAGELAYOUT ~ FORMULAS ~ DATA  REVIEW  VIEW
¥t e cl= Bls. |= 1 E = 3
E@ toy Calibri il Aa = ’?/ ¢ Wrap Text General r D‘ g“ B
o+ Format Painter LI a- A IFE=E = E e © $ AR Fi::wda‘gﬁ::‘v F?(:E\aetvas St;\i”;v ‘HS'EK v
Clipboard h Font [ Alignment [ humber ] Styles
AlB132 7 F| 269131
A B & D E F G H J K L M N 0 P
269108 269107 7188189 192.163.1, 7482917711 1031 Application Data
260109 265108 7183.206 74.125.68.192.168.1. TCP 66 [TCP Keep-Alive ACK] 443 » 34141 [ACK] Seq=3754 Ack=369 Win=44032 Len=0 SLE=368 SRE=369
269110/ 269109 7188.564 192.168.1. 74.82.9L.7TCP 66 10004 > 443 [ACK] Seq=2005 Ack=4392 Win=31232 Len=0 TSval=809081 TSecr=375360611
260111 269110 7183.826 192.168.1. 54.90.44.2TCP 85 10015 »9339 [PSH, ACK] Seq=8391 Ack=261786 Win=522880 Len=19 TSval-809106 TSecr=793044276
260112 265111 7183.849 192.168.1. 74.82.91.7TCP 66 10004 > 443 [ACK] Seq=2005 Ack=3005 Win=33920 Len=0 TSval=809109 TSecr=375360652
269113 269112 7183.835 192.168.1. 74.82.9L.7TLSv1 247 Application Data
260114 263113 7189.57 192.168.1. 54.90.44.2TCP 73 10015 » 3339 [PSH, ACK] Seq=8910 Ack=261786 Win=522880 Len=7 TSval-809181 TSecr=793044525
269115 265114 7189.835 192.168.1. 54.90.44.2TCP 85 10015 > 9339 [PSH, ACK] Seq=B917 Ack=261786 Win=522880 Len=19 TSval=809206 TSecr=793044525
269116 269115 7189.889 192.168.1. 54.90.44.2TCP 6 10015 » 9339 [ACK] Seq=8936 Ack=261793 Win=522880 Len=0 TSval=809213 TSecr=793044711
260117 265116 7190.825 192.168.1. 54.50.44.2TCP 85 10015 »3339 [PSH, ACK] Seq=8936 Ack=261733 Win=522880 Len=19 TSval-809306 TSecr=793044787
269118/ 269117 7191.858 192.168.1. 54.90.44.2 TCP 85 10015 > 9339 [PSH, ACK] Seq=B955 Ack=261793 Win=522880 Len=19 TSval=B09406 TSecr=793045025
260119 269118 7191838 91.108.56,192.168.1 TCP 74 [TCP Spurious Retransmission] 443 > 59227 [SYN, ACK] Seq=4121995363 Ack=1 Win=10135 Len=) MSS=1400 SACK_PERM=1TSval=516350847 TSecr=82932 W
260120/ 265119 7131838 192.168.1.91.108.56. TCP 54 59227443 [RST] Seq=1Win=0 Len=0
269121 269120 7192.825 192.168.1. 54.90.44.2TCP 85 10015 » 9339 [PSH, ACK] Seq=8974 Ack=261793 Win=522880 Len=19 TSval=809505 TSecr=793045284
260122 263121 7193.824 192.168.1. 54.90.44.2TCP 85 10015 » 9339 [PSH, ACK] Seq=8993 Ack=261793 Win=522880 Len=19 TSval-809606 TSecr=793045525
269123 265122 7194.585 192.168.1.54.90.44.2TCP 73 10015 > 9339 [PSH, ACK] Seq=9012 Ack=261793 Win=522880 Len=7 TSval=809682 TSecr=793045775
269124 269123 7194.815 192.168.1 54.90.44.2TCP 85 10015 > 9339 [PSH, ACK] Seq=9019 Ack=261793 Win=522880 Len=19 TSval=809703 TSecr=793045775
260123 265124 7184512 192.168.1. 54.50.44.2TCP 66 10015 3339 [ACK] Seq=3038 Ack=261800 Win=522880 Len=0 TSval=B09715 TSecr=793043965
269126/ 269125 7195.825 192.168.1. 54.90.44.2TCP 85 10015 » 9339 [PSH, ACK] Seq=9038 Ack=261800 Win=522880 Len=19 TSval=809805 TSecr=793046034
260127 269126 7196.825 192.168.1. 54.90.44.2TCP 85 10015 » 9339 [PSH, ACK] Seq=9057 Ack=261800 Win=522880 Len=19 TSval-809906 TSecr=793046275
269128 265177 7197.825 192.168.1. 54.50.44.2TCP 85 10015 »9333 [PSH, ACK] Seq=3076 Ack=261800 Win=522880 Len=13 TSval=810006 TSecr=793046525
269120 269128 7198.212 192.168.1. 74.125.68, TCP 55 [TCP Keep-Alive] 54141 >43 [ACK] Seq=368 Ack=3754 Win=64768 Len=1
260130/ 263129 7198.26 74.125.68, 192.168.1 TCP 6 [TCP Keep-Alive ACK] 443 » 54141 [ACK] Seq=3754 Ack=369 Win=44032 Len=0 SLE=368 SRE=369
269131 263130 7198.826 192.168.1. 54.90.44.2TCP 85 10015 > 9339 [PSH, ACK] Seq=3095 Ack=261800 Win=522880 Len=19 TSval=810105 TSecr=793046775

269132 269131. 7199.395 192.168.1. 54.90.44.2TCP

READY

05-08-15 analisis ®

73 10015 »9339 [PSH, ACK] Seq=9114 Ack=261800 Win=522880 Len=7 TSval=810183 TSecr=793047026

il

Gambar 4.25 Hasil Akhir Data Trafik Jaringan pada Ms.Excel
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2. Pada kolom Length, jumlahkan seluruh bilangan sampai dengan waktu

pengamatan yaitu tiap 7200 detik setelah itu dibagi dengan waktu pengamatan

tersebut untuk mendapatkan nilai throughput. Dengan rumus:

Throughput =

jumlah paket yang datang

waktu pengamatan

Hitung banyak paket dan troughput tiap 7200 detik.Maka akan didapatkan

data seperti tabel Tabel 4.1 pada halaman Selanjutnya :



Tabel 4.1 Perhitungan Paket dan Throughtput

61

Pengamatan (detik ke-) Jumlah Paket (Byte) Throughput (Bps)
Sum 1 (0 -7200) 203479232 28261.004
Sum 2 (7200 - 14400) 192756202 26771.695
Sum 3 (14400 - 21600) 100883727 14011.629
Sum 4 (21600 - 28800) 215409670 29918.010
Sum 5 (28800 - 36000) 313353325 43521.295
Sum 6 (36000 - 43200) 292071511 40565.488
Sum 7 (43200 — 50400) 156153342 21687.964

Total 1474107009 204737.085

Jumlah paket yang datang = 1474107009 Byte

Waktu pengamatan = 7200 detik(s)

Jumlah pengamatan = 7 kali

Lama Pengamatan = 50400 detik(s)

Rata-rata Throughput =

204737.085

= 29248.155 Bps

Data yang dalam satuan Byte per second diubah menjadi bits per second

29248.155 Bps = 29248.155 *8 = 233985.24 bps

Kemudian dirubah ke satuan Mega bits per second

233985.24 bps = 0.234 Mbps
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3. Setelah mendapatkan nilai throughput, mencari besar utilisasi bandwidth pada

jaringan dengan rumus:

throughput

Utilisasi (A) =
Hlisast (A) total bandwidth

Total bandwidth internet yang tersedia = 1.75 Mbps

Latency Speed

Download Speed

@ 1.75 mbps

Upload Speed
© 0.64 Mbps

m~

Gambar 4.26 Besar Bandwidth yang terukur

0.234
Utilisasi (A) = Toc = 0.133714285 atau 0.1337143%

Jumlah waktu yang dibutuhkan paket data untuk berpindah di seluruh koneksi
jaringan adalah 29 ms.

Variasi dari delay atau selisih antara delay pertama dengan delay selanjutnya
adalah 3 ms.

Kecepatan download diperoleh sebesar 1,75 Mbps dan untuk kecepatan upload

diperoleh sebesar 0.64 Mbps.



